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Spanish supermarket cashiers covertly filmed by security cameras
did not suffer a violation of their privacy rights

In today’s Grand Chamber judgment! in the case of Lopez Ribalda and Others v. Spain (applications
nos. 1874/13 and 8567/13) the European Court of Human Rights held, by 14 votes to three, that
there had been:

no violation of Article 8 (right to respect for private and family life) of the European Convention on
Human Rights, and,

unanimously that there had been no violation of Article 6 § 1 (right to a fair trial).
The case concerned the covert video-surveillance of employees which led to their dismissal.

The Court found in particular that the Spanish courts had carefully balanced the rights of the
applicants — supermarket employees suspected of theft — and those of the employer, and had
carried out a thorough examination of the justification for the video-surveillance.

A key argument made by the applicants was that they had not been given prior notification of the
surveillance, despite such a legal requirement, but the Court found that there had been a clear
justification for such a measure owing to a reasonable suspicion of serious misconduct and to the
losses involved, taking account of the extent and the consequences of the measure.

The domestic courts had not exceeded their power of discretion (“margin of appreciation”) in finding
the monitoring proportionate and legitimate.

Principal facts

The applicants, Isabel Lopez Ribalda, Maria Angeles Gancedo Giménez, Maria Del Carmen Ramos
Busquets, Pilar Saborido Apresa, and Carmen Isabel Pozo Barroso, are five Spanish nationals who
were born in 1963, 1967, 1969 and 1974 and live in Sant Celoni and Sant Pere de Vilamajor (Ms Pozo
Barroso) (both in Spain). Ms Gancedo Giménez passed away in 2018 and her application was
continued by her husband.

In 2009 the applicants were working as cashiers or sales assistants for supermarket chain M. After
noticing irregularities between the shop’s stock and its sales and finding losses over five months, the
manager of the supermarket installed both visible and hidden CCTV cameras in June of that year.

Soon after installing the cameras he showed film of the applicants and other staff taking part in the
theft of goods at the shop to a union representative. Fourteen employees, including the applicants,
were dismissed on disciplinary grounds. The dismissal letters stated that the videos had caught the
applicants helping customers and other co-workers to steal items and stealing them themselves.

Three of the five applicants signed a settlement agreement acknowledging their involvement in the
thefts and committing themselves not to challenge their dismissal before the labour courts, while
the employer company committed itself not to initiate criminal proceedings against them.
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All the applicants subsequently began Employment Tribunal proceedings for unfair dismissal,
objecting in particular to the use of the covert video material as a breach of their privacy rights and
arguing that such recordings could not be admitted in evidence.

For the first two applicants, who did not sign settlement agreements, the Employment Tribunal
examined the case in the light of principles set down by the Constitutional Court on the need for
proportionality when using video-surveillance in the workplace. The Employment Tribunal found
that there had been no breach of the applicants’ right to respect for their private life, that the
recordings were valid evidence, and that their dismissal had been lawful.

The Employment Tribunal dismissed the other three applicants’ cases, upholding the employer’s
objection that the action was invalid because they had signed settlement agreements.

The High Court upheld the first-instance judgments on appeal. The first applicant expressly relied on
the need under domestic legislation for prior notification of surveillance, but the High Court held
that such measures had rather to be subjected to a proportionality test under the Constitutional
Court’s criteria. The supermarket’s surveillance had met the criteria because it had been justified
owing to suspicions of misconduct, had been appropriate for the aim, and necessary.

Complaints, procedure and composition of the Court

Relying on Article 8 (right to respect for private life) and Article 6 § 1 (right to a fair trial), the
applicants complained about the covert video-surveillance and the courts’ use of the data obtained
to find that their dismissals had been fair. The applicants who signed settlement agreements also
complained that the agreements had been made under duress owing to the video material and
should not have been accepted as evidence that their dismissals had been fair.

The two applications were lodged with the European Court of Human Rights on 28 December 2012
and 23 January 2013.

In a Chamber judgment of 9 January 2018 the Court held by six votes to one that there had been a
violation of Article 8 and unanimously that there had been no violation of Article 6 § 1. On 28 May
2018 the Grand Chamber Panel accepted a request by the Government that the case be referred to
the Grand Chamber. A hearing was held on 28 November 2018.

Judgment was given by the Grand Chamber of 17 judges, composed as follows:

Linos-Alexandre Sicilianos (Greece), President,
Guido Raimondi (ltaly),

Angelika NuBberger (Germany),

Robert Spano (Iceland),

Vincent A. De Gaetano (Malta),

Jon Fridrik Kjglbro (Denmark),

Ksenija Turkovi¢ (Croatia),

Isil Karakas (Turkey),

Ganna Yudkivska (Ukraine),

André Potocki (France),

Ales Pejchal (the Czech Republic),

Faris Vehabovi¢ (Bosnia and Herzegovina),
Yonko Grozev (Bulgaria),

Martins Mits (Latvia),

Gabriele Kucsko-Stadlmayer (Austria),
Latif Hiiseynov (Azerbaijan),

Maria Elésegui (Spain),
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and also Sgren Prebensen, Deputy Grand Chamber Registrar.

Decision of the Court

Article 8
Case-law principles

The Court held that the principles set out in Barbelescu v. Romania, about an employer’s monitoring
of an employee’s email account, were transferable to a case of video-surveillance in the workplace.

To that end domestic courts had to consider whether employees had been informed of such
surveillance measures; the extent of the monitoring and the degree of intrusion; whether legitimate
reasons had been provided; the possibility for less intrusive measures; the consequences of the
monitoring for the employees; and the provision of appropriate safeguards, such as appropriate
information or the possibility of making a complaint.

The Court noted that the applicants had argued that under Spanish law they should have been
informed of the surveillance and that the domestic courts’ findings had been wrong. It therefore
examined how the courts had come to their conclusions.

Domestic courts’ review

It first held that the courts had correctly identified the interests at stake, referring expressly to the
applicants’ right to respect for their private life and the balance to be struck between that right and
the employer company’s interest in protecting its property and the smooth running of its operations.

The courts had gone on to examine the other criteria, such as whether there were legitimate
reasons for the surveillance, finding it to be justified by the suspicion of theft. They had also looked
at the extent of the measure, holding that it had been limited to the checkout area and had not
exceeded what was necessary, a conclusion the Court did not find unreasonable.

Noting in addition that the applicants had worked in an area open to the public, the Court
distinguished between the levels of privacy an employee could expect depending on location: it was
very high in private places such as toilets or cloakrooms, where a complete ban on video-surveillance
could be justified, and was high in confined workspaces such as offices. However, it was clearly
lower in places that were visible or accessible to colleagues or the general public.

Given the surveillance had only lasted 10 days and that a restricted number of people had viewed
the recordings, the Court took the view that the intrusion into the applicants’ privacy had not
attained a high degree of seriousness.

Furthermore, while the consequences for the applicants had been serious as they had lost their jobs,
the courts had observed that the videos had not been used for any purpose other than to trace
those responsible for the losses and that there was no other measure that could have met the
legitimate aim pursued.

Spanish law also had safeguards to prevent the improper use of personal data in the shape of the
Personal Data Protection Act, while the Constitutional Court required that the ordinary courts carry
out reviews of video-surveillance measures for their conformity with the Constitution.

Prior notification of video-surveillance measures

On the specific point that the applicants had not been informed of the monitoring, the Court noted a
widespread international consensus that such information should be provided, even if only in a
general manner. If it was lacking, the safeguards from the other criteria for the protection of privacy
were all the more important.
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The Court held that while only an overriding requirement relating to the protection of significant
public or private interests could justify the lack of prior notification, the domestic courts’ had not
exceeded the limits of their discretion (“margin of appreciation”) in finding that the interference
with the applicants’ rights had been proportionate.

While the Court could not accept that simply a slight suspicion of wrongdoing by an employee could
justify the installation of covert video-surveillance by an employer, it found that the reasonable
suspicion of serious misconduct and the extent of the losses in this case could be a weighty
justification. This was all the more so when there was a suspicion of concerted action.

Furthermore, the applicants had had other legal remedies available such as a complaint to the Data
Protection Authority or an action in court for an alleged breach of their rights under the Personal
Data Protection Act, however, they had not used them.

Given the domestic legal safeguards, including the remedies which the applicants had failed to use,
and the considerations justifying the video-surveillance as assessed by the domestic courts, the
Court held that the authorities had not overstepped their margin of appreciation and there had been
no violation of Article 8.

Article6§ 1

The Court examined whether the use of the video-recordings in evidence had undermined the
fairness of the proceedings as a whole.

It considered in particular that the applicants had been able to contest the use of the recordings and
that the courts had given extensive reasoning in their decisions. The video material had not been the
only evidence in the case file, the applicants had not questioned its authenticity or accuracy and the
Court took the view that it was sound evidence which did not need further corroboration. The courts
had taken other evidence into consideration, such as the parties’ testimony.

The Court thus held that the use of the video material as evidence had not undermined the fairness
of the trial.

The Court also noted that the third, fourth and fifth applicants had been able to challenge the
settlement agreements and their use in evidence. The domestic courts’ findings that no duress or
intimidation had been used did not appear to be either arbitrary or manifestly unreasonable. The
Court saw no reason to call into question the domestic courts’ findings on the validity and weight of
the settlement agreements and found no violation of Article 6 on this point either.

Separate opinion

Judges Yudkivska, De Gaetano, and Grozev expressed a joint dissenting opinion which is annexed to
the judgment.

The judgment is available in French and English.

This press release is a document produced by the Registry. It does not bind the Court. Decisions,
judgments and further information about the Court can be found on www.echr.coe.int. To receive
the Court’s press releases, please subscribe here: www.echr.coe.int/RSS/en or follow us on Twitter

@ECHRpress.
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The European Court of Human Rights was set up in Strasbourg by the Council of Europe Member
States in 1959 to deal with alleged violations of the 1950 European Convention on Human Rights.



