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Bulk interception of communications in Sweden meets Convention standards

In today’s Chamber judgment! in the case of Centrum for rdttvisa v. Sweden (application
no. 35252/08) the European Court of Human Rights held, unanimously, that there had been:

no violation of Article 8 (right to respect for private and family life, the home and the
correspondence) of the European Convention on Human Rights.

The case concerned a complaint brought by a public interest law firm alleging that legislation
permitting the bulk interception of electronic signals in Sweden for foreign intelligence purposes
breached its privacy rights.

The Court considered that the relevant legislation amounted to a system of secret surveillance that
potentially affected all users of mobile telephones and the Internet, without their being notified.
Also, there was no domestic remedy providing detailed grounds in response to a complainant who
suspected that his or her communications had been intercepted. On that basis, the Court found it
justified to examine the legislation in the abstract. The law firm could claim to be a victim of a
violation of the Convention, although it had not brought any domestic proceedings or made a
concrete allegation that its communications had actually been intercepted. The mere existence of
the legislation amounted in itself to an interference with its rights under Article 8.

The Court went on to say that, although there were some areas for improvement, overall the
Swedish system of bulk interception provided adequate and sufficient guarantees against
arbitrariness and the risk of abuse. In particular, the scope of the signals intelligence measures and
the treatment of intercepted data were clearly defined in law, permission for interception had to be
by court order after a detailed examination, it was only permitted for communications crossing the
Swedish border and not within Sweden itself, it could only be for a maximum of six months, and any
renewal required a review. Furthermore, there were several independent bodies, in particular an
inspectorate, tasked with the supervision and review of the system. Lastly, the lack of notification of
surveillance measures was compensated for by the fact that there were a number of complaint
mechanisms available, in particular via the inspectorate, the Parliamentary Ombudsmen and the
Chancellor of Justice.

When coming to that conclusion, the Court took into account the State’s discretionary powers in
protecting national security, especially given the present-day threats of global terrorism and serious
cross-border crime.

Principal facts

The applicant, Centrum for rattvisa, is a non-profit foundation which was set up in 2002 and
represents clients in rights litigation, in particular against the State. It is based in Stockholm.

The applicant foundation believes that, because of the sensitive nature of its activities, there is a risk
that its communications through mobile telephones and mobile broadband has been or will be
intercepted and examined by way of signals intelligence.

1. Under Articles 43 and 44 of the Convention, this Chamber judgment is not final. During the three-month period following its delivery,
any party may request that the case be referred to the Grand Chamber of the Court. If such a request is made, a panel of five judges
considers whether the case deserves further examination. In that event, the Grand Chamber will hear the case and deliver a final
judgment. If the referral request is refused, the Chamber judgment will become final on that day.

Once a judgment becomes final, it is transmitted to the Committee of Ministers of the Council of Europe for supervision of its execution.

Further information about the execution process can be found here: www.coe.int/t/dghl/monitoring/execution.
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Signals intelligence can be defined as intercepting, processing, analysing and reporting intelligence
from electronic signals. In Sweden the collection of electronic signals is one form of foreign
intelligence and is regulated by the Signals Intelligence Act. This legislation authorises the National
Defence Radio Establishment (FRA), a Government agency organised under the Ministry of the
Defence, to conduct the signals intelligence.

For all signals intelligence, the FRA must apply for a permit to the Foreign Intelligence Court, which is
regulated by the Foreign Intelligence Court Act and composed of a permanent judge and other
members appointed on four-year terms. The court’s activities are in practice covered by complete
secrecy.

The Foreign Intelligence Court is overseen by the Foreign Intelligence Inspectorate and the Data
Protection Authority.

Complaints, procedure and composition of the Court

The foundation alleged that Swedish legislation and practice in the field of signals intelligence had
violated and continued to violate its rights under Article 8 (right to respect for private and family life,
the home and the correspondence) of the European Convention. It had not brought any domestic
proceedings, arguing under Article 13 (right to an effective remedy) that there was no effective
remedy in Sweden for its Convention complaints.

The application was lodged with the European Court of Human Rights on 14 July 2008.

The International Commission of Jurists, Norwegian Section, was granted leave to submit written
comments in the proceedings.

Judgment was given by a Chamber of seven judges, composed as follows:

Branko Lubarda (Serbia), President,
Helena Jaderblom (Sweden),

Helen Keller (Switzerland),

Pere Pastor Vilanova (Andorra),
Alena Polackova (Slovakia),
Georgios A. Serghides (Cyprus),
Jolien Schukking (the Netherlands),

and also Stephen Phillips, Section Registrar.

Decision of the Court

Even though the applicant foundation had not exhausted domestic remedies and could not give a
concrete example of its communications having been intercepted, the Court nonetheless considered
it justified for it to examine the Swedish legislation on signals intelligence. This was because there
was, in practice, no remedy in Sweden providing detailed grounds in response to a complainant who
suspected that his or her communications had been intercepted and the legislation amounted to a
system of secret surveillance that potentially affected all users of mobile telephones and the
Internet, without their being notified. The mere existence of the legislation amounted in itself to an
interference with the foundation’s rights under Article 8.

The Court found that it was clear that the surveillance system, as it stood at the present moment in
time, had a basis in domestic law and was justified by national security interests.

Indeed, given the present-day threats of global terrorism and serious cross-border crime, as well as
the increased sophistication of communications technology, the Court held that Sweden had
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considerable power of discretion (“wide margin of appreciation”) to decide on setting up such a
system of bulk interception.

The State’s discretion in actually operating such an interception system was, nevertheless, narrower
and the Court had to be satisfied that there were adequate and effective guarantees against abuse.

Following a careful assessment of the minimum safeguards that should be set out in law to avoid
abuse of power, as developed in its case-law (see the 2014 Grand Chamber judgment Roman
Zakharov v. Russia), the Court was of the opinion that the system revealed no significant
shortcomings in the system’s structure and operation.

Overall, while the Court found certain shortcomings in the system, notably the regulation of the
communication of personal data to other States and international organisations and the practice of
not giving public reasons following a review of individual complaints, it noted that the regulatory
framework had been reviewed several times with a view notably to enhancing protection of privacy
and that it had in effect developed in such a way that it minimised the risk of interference with
privacy and compensated for the lack of openness of the system.

More specifically, the scope of the interception (which was only permitted for communications
crossing the Swedish border and not within Sweden itself) and the treatment of intercepted data
were clearly defined in law; the duration of the measures were clearly regulated (any permit is valid
for a maximum of six months and renewal requires a review); the authorisation procedure was
detailed and entrusted to a judicial body, the Foreign Intelligence Court; there were several
independent bodies, in particular the Foreign Intelligence Inspectorate and the Data Protection
Authority, tasked with the supervision and review of the system; and, on request the inspectorate
had to investigate individual complaints of intercepted communications, as did the Parliamentary
Ombudsmen and the Chancellor of Justice.

The Court therefore found that the Swedish system of signals intelligence provided adequate and
sufficient guarantees against arbitrariness and the risk of abuse. The relevant legislation met the
“quality of law” requirement and the “interference” established could be considered as being
“necessary in a democratic society”. Furthermore, the structure and operation of the system were
proportionate to the aim sought to be achieved.

There had accordingly been no violation of Article 8 of the Convention.
Given those findings, the Court considered that there were no separate issues under Article 13 and

held that there was no need to examine the foundation’s complaint in that respect.

The judgment is available only in English.

This press release is a document produced by the Registry. It does not bind the Court. Decisions,
judgments and further information about the Court can be found on www.echr.coe.int. To receive
the Court’s press releases, please subscribe here: www.echr.coe.int/RSS/en or follow us on Twitter

@ECHRpress.
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The European Court of Human Rights was set up in Strasbourg by the Council of Europe Member
States in 1959 to deal with alleged violations of the 1950 European Convention on Human Rights.



